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Deep learning takes on tumours

Artificial-intelligence methods are moving into cancer research.
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Do models leak
training data?
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are possible In principle
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This talk: YES






Act I:
Extracting
Training Data

Extracting Training Data From Large Language Models.
N Carlini, F Tramer, E Wallace, M Jagielski, A Herbert-Voss, K Lee, A Roberts, T Brown, D Song, U Erlingsson, A Oprea, C Raffel . USENIX 2021.
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the fact that the unicorns spoke perfect English.
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The scientist named the population, after their distinctive horn, Ovid’s Unicorn.
These four-horned, silver—-white unicorns were previously unknown to science.

Now, after almost two centuries, the mystery of what sparked this odd phenomenon
is finally solved.

Dr. Jorge Pérez, an evolutionary biologist from the University of La Paz, and
several companions, were exploring the Andes Mountains when they found a small
valley, with no other animals or humans. Pérez noticed that the valley had what

appeared to be a natural fountain, surrounded by two peaks of rock and
silver snow.
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A New Attack:
1Training Data Extraction




To extract training data:

1. Generate a lot of data
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the president of any interest in the company. Mr Trump is the president of the Trump Organisation, whose business interests include Trump Tower in New York City and a variety of other assets. Shape Created with Sketch. Trump Inauguration protests around the World Show all 14 left
Created with Sketch. right Created with Sketch. Shape Created with Sketch. Trump Inauguration protests around the World 1/14 Activists from Greenpeace display a message reading "Mr President, walls divide. Build Bridges!" along the Berlin wall in Berlin on"What people believe one
year before this horrific happening makes fools seem serious like I'll bring ISIS straight along... in February," said Mr Farage in a speech to UKIP's annual conference in London. He added: "It is time to stop talking about ISIS, to stop making speeches about 'we are going to defeat
them'... to get serious. It is time to do what we are actually good at, which is defeating Labour in a general election." But the UKIP leader said he believed it was possible to defeat Islamic State "one way or another" and that there would be no easy way of tackling the issue. "There is
no way of defeating them one way or another," said Mr Farage. "There is only getting on with it - doing all of the very simple things that we all know will actually have an impact." Shape Created with Sketch. In pictures: The rise of Isis Show all 74 left Created with Sketch. right Created
with Sketch. Shape Created with Sketch. In pictures: The rise of Isis 1/74 Isis fighters Fighters of the Islamic State wave the group's flag fram a damaced dicnlav, of o coveroment fightar iot following the battle for the Tabaoo air base in RBaaga Syria AP 2/74 IsisThe New Hampshire
Senate on Monday confirmed the nomination of Sen. John McCain John Sidney McCainUpcoming Kavanaugh hearing: Truth or conseq eS HOW e ITump tax law passed. beallng With a neaitn care nangover kavanaugn s tate rests with sen.giollins MORE's (R-Ariz.) replacement
as the committee chairman of the Senate Armed Services Committee, which is chaired by Sen. Jack Reed John (Jack) Francis ReedAfImiral defends record after coming under investigation in 'Fat Leonard' scandal New York Times: Trump lling whether to replace Mattis after
midterms Overnight Defense: Biden honors McCain at Phoenix memorial service | US considers sending captured ISIS fighters to Gitmo ind Iraqg | Senators press Trump on ending Yemen civil war MORE (D-R.l.). ADVERTISEMENT McCain'§confirmation comes just days after it
was announced that the committee was delaying a vote on his nomination until at least July 7. The panel is holding confirmation hearinis for five other nominees who were nominated to fill sen|or Pentagon p03|t|ons including the secretaries of ffe Army, Navy, Air Force and Marine
Corps, Defense Secretary Jim Mattis James Norman MattisTurkey-Russia Idlib agreement: A lesson for the US Trump says willing to meet S QA sl Rantacananiiascaninaaania aala\lisna . Camaaian wad 'Success - A Kinetic Novel Forgotton
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32-year-old woman who was shot in San Francisco and later died after a federal judge ordered the release of her alleged killer in December 2015 — would create penalties
or cities and counties that refuse to cooperate with federal immigration authorities. The "Kate's Law" would@ also prohibit local governments from withholding information on immigrants who are in2012-10-01T17:31:31.000Z","title":"NFL Week 17: What If? - " "thumbnail_url":"https://
g.bleacherreport.net/cms/media/image/73/c9/47/bb/7418/46aa/99af/e6f94edda8cc/crop_exact AB.jpg?E:5028q=90&w=754""metadata":{"video_url":"https://vid.bleacherreport.com/videos/40291/akamai.json","video_id":40291 "title":"What If Football Results Are Last Sunday
nstead of I\/Ionday’? Watch above to see if your favonte team won 't play thls weekend"' "thEEmbnail_url":"https://img.bleacherreport.net/cms/media/image/73/c9/47/bb/7418/46aa/99af/e6f94ed4a8cc/crop_exact_AB.jpg?h=502&q=90&w=754""tags":["apple-
] ] N ( ] ) 9 o bill that would require the Federal Communications Commission to create privacy rules for internet service providers. Sen. Ed Markey Edward (Ed) John MarkeyThis week:
Kavanaugh nomination thrown into further chaos Overnight Defense: Mattis dismisses talk he may be leaving | Polish president floats 'Fort Trump' | Dem bill would ban low-yield nukes Dems introduce bill to ban low-yield nukes MORE (Mass.) on Thursday called the measure a "first
step toward a stronger privacy law." "Our Internet service providers have become the most sensitive data in our society," he said in a statement. "We need to do everything that we can to prevent them from using it to track our behavior and sell it to the highest bidder."
ADVERTISEMENT Markey's bill is aimed at the FCC rules, which he says have not kept pace with the digital revolution. "The Federal Communications Commission's rules are woefully outdated," he said. "The internet has changed so quickly that the FCC has struggled to keep up.”
The bill would require broadband providers to obtain customer consent before collecting data on their online activities, including the websites people visit, the time spent on them and The new, highly-anticipated movie, "The Interview," has been cancelled. The studio's CEO, Jim
Gianopulos, has confirmed this afternoon. "The film has been cancelled," Gianopulos said. "The filmmakers and | have been in communication with the studio leading up to this decision and, after considerable thought, we have decided that it is in the best interests of everyone
involved that the film NOT proceed." "While we respect and appreciate the freedom of expression that creators are guaranteed by our constitution and laws, we cannot allow the actions of a few to undermine the principles that this country was founded on and which we continue to



Examples with high confidence
are typically training data

Prg%%
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("My phone # is 000-1234") = 0.01

("My phone # is 555-67/89") = 0.8
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Evaluation



Up to 5% of the output of
language models is
verbatim copied from the
training dataset

"Deduplicating Training Data Makes Language Models Better™
K Lee, D Ippolito, A Nystrom, C Zhang, D Eck, C Callison-Burch, N Carlini. ACL 2022.



Case study: GPT-2



Category Count

US and international news 109
Log files and error reports 79
License, terms of use, copyright notices 34
Lists of named items (games, countries, etc.) 34
Forum or Wiki entry 53
Valid URLs 50
Named individuals (non-news samples only) 46
Promotional content (products, subscriptions, etc.) 45
High entropy (UUIDs, base64 data) 35
Contact info (address, email, phone, twitter, etc.) 32
Code 31
Configuration files 30
Religious texts 235
Pseudonyms 15
Donald Trump tweets and quotes 12
Web forms (menu 1tems, 1nstructions, etc.) 11
Tech news 11
Lists of numbers (dates, sequences, etc.) 10

Extracting Training Data From Large Language Models.
N Carlini, F Tramer, E Wallace, M Jagielski, A Herbert-Voss, K Lee, A Roberts, T Brown, D Song, U Erlingsson, A Oprea, C Raffel . USENIX 2021.



URL (trimmed) Occurrences = Memorized?

/r/H5 1y/milo_evacua... 359 v
/r/-zin/hi_my_name. . 113 v
/t/H7ne/for_all_yo... 76 v
/t/Il5mj/fake_news_... 72 v
/r/BSwn/reddit_admi... 64 v
/t/Hp8/26_evening... 56 ve
/t/Ilila/so_pizzagat... 51 ve
/t/JRubf/late_night... 51 v
/r/IBeta/make_christ... 35 v
/r/B6ev/its officia... 33 v
/t/B3c7/scott_adams... 17

/t/Ik20/because_his... 17

/r/Jtu3/armynavy_ga... 8

Extracting Training Data From Large Language Models.
N Carlini, F Tramer, E Wallace, M Jagielski, A Herbert-Voss, K Lee, A Roberts, T Brown, D Song, U Erlingsson, A Oprea, C Raffel . USENIX 2021.
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Act II:
Ad-hoc privacy isn't



InstaH1ide: Instance-hiding Schemes for Private Distributed

Learning”

Yangsibo Huang' Zhao Song? Kai Li3 Sanjeev Aroral

NOKIA Bell Labs

2020 Bell Labs Prize

Winners

M
ii» 4
1st r

Firooz Aflatouni Sanjeev Arora Cheng Qi
University of Pennsylvania Princeton University Georgia Institute of Technology
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But first:

How does this give usable
machine learning models?!



MNIST CIFAR-10 CIFAR-100

Vanilla training 9.5+0.1 94.8+£0.1 77.910.2
DPSGD* 08.1 72.0 N/A

InstaHide;sige k=4, in inference 98.2 0.2 91.4+0.2 73.2=x0.2
InstaHude;gige k—4 908.2+0.3 91.2+0.2 73.1+0.3
InstaHide  oss k=4, in inference 98.1 £0.2 90.3 = 0.2 72.8 +0.3
InstaHide ;oss —4 O7T.8 £0.2 90.7+0.2 73.2 +£0.2
InstaHde  oss k=6, in inference 974 0.2 89.6=03  72.1=x=0.2
InstaHde ;oss k—6 97.3+0.1 &89.8+£0.3 71.94+0.3



Why should we expect
training this way gives privacy”
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However:
No proof of security



'Is Private Learning Possible with Instance Encoding?”
N Carlini, S Deng, S Garg, S Jha, S Mahloujifar, M Mahmoody, S Song, A Thakurta, F Tramer S&P 2021.



O Sign up . O Sign up

I;J yala / Neuracrypt-Cha"enge Q L W Star 2 % Fork 2 Q Haze|suk007/ [\ Notifications {f{ Star 10 % Fork 1

Public .
InstaHide_Challenge | Public

<> Code Issues Pull requests Actions Projects Wiki
<> Code Issues 1 Pull requests Actions Projects Wiki
¥ main ~ Go to file About
‘= README.md Releases
No releases published
NeuraCrypt Challenge :
A Challenge for InstaHide
Challenge dataset for NeuraCrypt, a private Packages
encoding scheme based on random deep neural Updated Oct 19, 2020: We release the labels .
networks. NeuraCrypt encodes raw patient data along with the encryption data. We also update No packages published
using a randomly constructed neural network the metric.

known only to the data-owner, and publishes both
the encoded data and associated labels publicly.
In our paper, we demonstrate the existence of an
optimal family of encoding functions that achieves

InstaHide[1] is a practical instance-hiding method
for image data encryption in privacy-sensitive
distributed deep learning.



Original

Extracted

'Is Private Learning Possible with Instance Encoding?”
N Carlini, S Deng, S Garg, S Jha, S Mahloujifar, M Mahmoody, S Song, A Thakurta, F Tramer S&P 2021.






Act lll;
Whatever can we do?




1. Don't use sensitive data



1. Don't use sensitive data

2. Don't release models



1. Don't use sensitive data
2. Don'trelease models

3. Use differential privacy




1. Don't use sensitive data
2. Don'trelease models

3. Use differential privacy

4. Audit your model



Questions?

https://nicholas.carlini.com nicholas@carlini.com
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