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Deep learning takes on tumours

Artificial-intelligence methods are moving into cancer research.
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The bill would require broadband providers to obtain customer consent before collecting data on their online activities, including the websites people visit, the time spent on them and The new, highly-anticipated movie, "The Interview," has been cancelled. The studio's CEQO, Jim
Gianopulos, has confirmed this afternoon. "The film has been cancelled," Gianopulos said. "The filmmakers and | have been in communication with the studio leading up to this decision and, after considerable thought, we have decided that it is in the best interests of everyone
involved that the film NOT proceed." "While we respect and appreciate the freedom of expression that creators are guaranteed by our constitution and laws, we cannot allow the actions of a few to undermine the principles that this country was founded on and which we continue to
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A learning algorithm IS
differentially private
f the probabillity that

(1) any adversary can win this game
(2) on any dataset
(3) for any differing example

'S less than a given threshold
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'S less than a given thresholo

value of interest: epsilon

epsilon =0 -> p(win) =0
epsilon = inf -> p(win) = 1
epsilon=1 -> p(win) = .001

epsilon =2 -> p(win) = .01

AncilnNn — 2R < nNniwin) — 1
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Our approach:
Adversary Instigation
to give a lower bound
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1. Tightness of differential privacy bouno



How tight Is the bound offered by

differential privacy??
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1. Tightness of differential privacy bound
2. Analysis under different settings

3. lesting new potential assumptions

4. empirically valigating correctness



What it | only cared about the
privacy of a typical dataset”

Differential privacy can't give
any analysis for this.



1. Tightness of differential privacy bound
2. Analysis under different settings

3. lesting new potential assumptions

4. empirically valigating correctness



What it | introduced a new assumption®
How much better could the analysis get”



1. Tightness of differential privacy bound
2. Analysis under different settings

3. lesting new potential assumptions

4. Empirically valigating correctness
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| have only proved It correct, not tried It.
- Knuth
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| et's actually build the adversary!
Or, those (cooperating) adversaries ...
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guesses If model is from A or B
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Attack 3:
Nntermediate
Model Access




Adversary Model Trainer
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Chooses either A or B
Train model F on that dataset
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Adversary Model Trainer

Craft datasets A and B (A! B)
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Chooses either A or B
Train model F on that dataset
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Intermediate Model Adversary Game
Adversary Model Trainer
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Adaptive Input Poisoning Adversary Game

Adversary Model Trainer
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Gradient Poisoning Adversary Game

Adversary Model Trainer
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> Theoretical

Practical
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Two important conclusions:

(1) DP-SGD is tight in the worst case
(2) But could (maybe) be made stronger
with more realistic assumptions
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