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Why did are we studying 
adversarial examples 

in the first place?
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This line of work was 
entirely focused on 

generalization



However another parallel 
direction did consider security
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This talk:

Do we have real attacks yet?
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We're now really good at 
generating adversarial examples. 

What's next?



Let's attack real systems 

(that have realistic threat models)



Content Filtering







What's potentially new:

• Limited query-only access to classifier 

• Unknown network architecture 

• Unknown image processing pipeline 

• ???????



Malware





What's potentially new:
• Almost no query-only access 

• Unknown feature extraction 

• Unknown machine learning model 

• Lp perturbations don't matter 

• ???????



Ad blocking





☐ New ideas 

☐ Real system 

☐ Threat model

✓
✓
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I'm sure I'm missing a lot!



Let's attack 
real systems

defend



Can we make new 
assumptions that are true 

in practice but haven't 
been studied extensively?



I don't care if a defense 
is robust. 

I care that we  
learn something new 













Conclusion



Two types of research

Identify new 
problems

Solve known 
problems
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In adversarial machine learning:



By studying real systems,  
we can better discover the 

limitations of our current tools


