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The Year is 2014
Someone tells you they have a new 
algorithm to generate human faces



The Year is 2014

"the theoretical work 
is primitive, and the 

experiments are pretty 
basic."

"more results of how 
this helps on real tasks 

or real datasets"





The Year is 2017
Someone tells you they have a new 
algorithm to generate human faces



The Year is 2017







The Year is 2013
Someone tells you they have discovered 

a flaw in the robustness of neural networks



The Year is 2013





The Year is 2019
Someone tells you they have discovered 

a flaw in the robustness of neural networks



The Year is 2019



3 years:

6 years:







Background: 
Adversarial Examples
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Recent advances in ... 
Generating  

Adversarial Examples





Threat Model:
•Black Box 
•Hard Label 
•Query Access















































































Recent advances in ... 
Defending Against  

Adversarial Examples



Defenses I don't 
believe will be effective



... a bit more 
background



Transferability
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You are 
being evil





Defenses I do 
believe will be effective
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Original



L2 distortion: 4



Original



L2 distortion: 10





L2 = 75



Original



L2 distortion: 75



L2 distortion: 75





Recent advances in ... 
Why Adversarial 
Examples Exist
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CAT DOG

Standard Training Dataset



Standard Testing Setup

DOG



Adversarial Testing Setup

CAT



CAT DOG

Standard Training Dataset



DOGCAT

Adversarial Training Dataset



Standard Testing Setup

DOG



Adversarial Testing Setup

DOG



CAT DOG

Standard Training Dataset



DOGCAT

Adversarial Training Dataset



DOG CAT

Confusing Training Dataset



Standard Testing Setup

DOG



DOG CAT

?!??!?!?? Training Dataset



Is a well-generalizing
feature of CAT





Conclusion



Questions?


