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Background

A neural network is a function with trainable
parameters that learns a given mapping

* (Given an image, classity it as a cat or dog
 (Given a review, classify it as good or bad

* Given afile, classity it as malware or benign
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Background

* The output of a neural network F(x) is a
porobability distribution (p,q,...) where

e pis the probability of class 1

e ( Is the probabillity of class 2






'LOSS Function

Measure of how accurate
the network IS
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gradient descent
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Background:
gradient descent
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gradient descent
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Background:
gradient descent
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Two important things:

1. Righly Non-Linear
2. Gradient Descent






ImageNet




Background: accuracy

* ImageNet 2011 best result: 75% accuracy
No Neural Nets Used

* ImageNet 2012 best result: 85% accuracy
Only top submission uses Neural Nets

* ImageNet 2013 best result: 89% accuracy
ALL top submissions use Neural Nets




Best accuracy today:
9/% accuracy



... but there's a catch



Backgrounad:
Adversarial Examples

 Given an input X, and any label T ...
e ... itiseasytofind an X’ close to X

e ...sothat F(X") =T



Hummingbird



Threat Model

e Adversary has access to model parameters

 (Goal: construct adversarial examples
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T'his talk:

How should we evaluate If a
defense to adversarial
examples Is effective”






Two ways to evaluate robustness:

1. Construct a proof of robustness
2. Demonstrate constructive attack

31



Key Insignt #1:

Gradient descent works very
well for training neural networks.
Why not for breaking them too”



FINdiNg
Adversarial Examples

 Formulation: given input x, find x” where

minimize  d(x,x’)

suchthat F(Xx')=T
x"Is "valid"

e (Gradient Descent to the rescue?

e Non-linear constraints are hard



Reformulation

e Formulation:
minimize  d(x,x’) + g(x’)
such that x’is "valid"

 Where g(x’) is some kind of loss function on how
close F(x’) isto target T

e g(x") <=0 1if F(x") =

e g(X)>0IfFX")!=T



Reformulation

e For example

* 9(x") = (1-F(xX")r)
e |[f F(x") says the probability of T is 1:
+ g(x) = (1-F(x')r) = (1-1) = 0
 F(X’) says the probability of T is O:

+ 9(x') = (1-F(x)7) = (1-0) = 1



Key Insignt #2;

The loss function you
choose IS Important






... SO, Is this approach good?”



Evaluation

Parameter MNIST Model CIFAR Model Best Case Average Case Worst Case
. MNIST CIFAR MNIST CIFAR MNIST CIFAR del
Learning Rate 0.1 0.01 (decay 0.5)
Momentum 0.9 0.9 (decay 0.5) mean  prob mean  prob || meam  prob mean  prob || mean  prob mean  prob
Delay Rate . 10 epochs Our Lg 10 100% 74 100% || 19 100% 15 100% || 36 100% 29 100%
mewoﬂst ?258 (1)558 Our Ly 1.7 100% 036 100% || 22 100% 060 100% || 29 100% 092 100%
12
Epochs 50 50 Our Loc 0.14 100% 0.002 100% || 0.18 100% 0.023 100% || 0.25 100% 0.038 100%
TABLE VI
TAB[—E n MADADICAN AR MATTD ATTAMAYC WLUDN ADDI TEN T MooDOovervoDe v l‘lsﬂ‘_wb monxs‘ COMPARE m TABLEmPoR UND]ST'ILLBD monxs.
Best Case Average Case Worst Case Fully Connected + ReLU 200 256
MNIST CIFAR MNIST CIFAR MNIST CIFAR Softmax 10 10
mean prob  mean prob || mean prob  mean prob || mean prob  mean prob
Our Ly 85 100% 59 100% || 16 100% 13 100% || 33 100% 24 100% Untargeted Average Case  Least Likely
ISMA-Z 20  100% 20  100% || 56  100% 58  100% || 180 98% 150  100% Mo
JSMA-F 17 100% 25  100% || 45  100% 110  100% || 100  100% 240  100% A¥ mean  prob || mean  prob || mean  prob
Our L, 1.36  100% 0.17  100% 1.76  100% 0.33 100% 2.60 100% 0.51 100% Our Ly 48 100% 410 100% || 5200 100%
Deepfool 211  100% 0.85 100% - - - - - - - - ISMA-Z - 0% - 0% - 0%
Our Log 0.13 100%  0.0092 100% || 0.6 100%  0.013 100% || 023 100%  0.019 100% JSMA-F - 0% - 0% - 0%
Fast Gradient Sip 0.22 100% 0.015 99% 0.26 ‘2% 0.029 51% - 0% 0.34 l% ~ . _ T noAan annty 11 o % lw% 2‘22 lw%
lterative Gradient Sign ~ 0.14  100%  0.0078 100% || 019 100%  0.014 100% || 026 100%  0.023 100% B ; - ’
T™SSssyv: 0 essssssssssssass
COMPARISON OF THE THREE VARIANTS OF TARGETED ATTACK TO PREVIOUS WORK FOR OUR MNIST AND CIFAR MODELS. WHEN SUCCESS RATE IS P o g log;g 0.0I- log%
NOT 100%, THE MEAN IS ONLY OVER SUCCESSES. ' e '
: I‘ 201 99% || 003  98%
- I T laigoucu | g | @ 1 !
E Best Case Average Case Worst Case
.g. o Change of Clipped Projected Chlnge of Clipped Projected Change of Clipped Projected
g Variable Descent Descent Variable Descent Descent Variable Descent Descent
g — N 246 100% 293 100% 231 100% 435 100% 521 100% 411 100% 776 100% 948 100% 7.37 100%
s fa 455 80% 397 83% 349 83% 322 4% 899 63% 1506 74% 293 18% 1022 40% 1890 S53%
E fa 454 T1% 407 81% 376 82% 347 4% 955 63% 1584 74% 309 17% 1191 41% 2401 59%
o~ fa 501 8% 652 100% 7.53 100% 403 55% 749 1% 160 % 355 24% 425 35% 410 35%
§ o Is 197 100% 220 100% 194 100% 358 100% 420 100% 347 100% 642 100% 7.86 100% 6.12 100%
fe 194 100% 218 100% 195 100% 347 100% 4.1 100% 341 100% 603 100% 7.50 100% S5.89 100%
2 fr 196 100% 221 100% 194 100% 353 100% 4.14 100% 343 100% 620 100% 7.57 100% 594 100%
= TABLE Il
I I I I EVALUATION OF ALL COMBINATIONS OF ONE OF THE SEVEN POSSIBLE OBJECTIVE FUNCTIONS WITH ONE OF THE THREE BOX CONSTRAINT ENCODINGS.
o WE SHOW THE AVERAGE L2 DISTORTION, THE STANDARD DEVIATION, AND THE SUCCESS PROBABILITY (FRACTION OF INSTANCES FOR WHICH AN

ADVERSARIAL EXAMPLE CAN BE FOUND). EVALUATED ON 1000 RANDOM INSTANCES. WHEN THE SUCCESS IS NOT 100%, MEAN IS FOR SUCCESSFUL

ATTACKS ONLY,
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cvaluation #1;
Comparing to Other Attacks
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Attack Attack
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cvaluation #2.
Breaking Current Defenses



Our attacks defeat the
strongest defense.

Distillation as a defense to adversarial perturbations against deep neural networks.
Papernot, N., McDaniel, P., Wu, X., Jha, S., and Swami, A. |IEEE S&P (2016)
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So I'm Building A Defense.
What Should | Do To Evaluate It?

* Release your source code
* This is an empirical science
* Evaluate against the strongest attack as a baseline

* Robusthess against weak attacks is useless

https://nicholas.carlini.com/code/nn_robust_attacks/
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Broken Defenses
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Abbasi, M., and Christian G.. Robustness to Adversarial Examples through an Ensemble of Specialists. arXiv preprint arXiv:1702.06856 (2017).

Lu, J., Theerasit ., and David F. SafetyNet: Detecting and Rejecting Adversarial Examples Robustly. arXiv preprint arXiv:1704.00103 (2017)

Xu, W., Evans, D., and Qi, Y. Feature Squeezing: Detecting Adversarial Examples in Deep Neural Networks. arXiv preprint arXiv:1704.01155 (2017)

Hendrycks, D, and Gimpel, K. A Baseline for Detecting Misclassified and Out-of-Distribution Examples in Neural Networks. arXiv preprint arXiv:1610.02136 (2016)
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Best Case Average Case Worst Case

Change of Clipped Projected Change of Clipped Projected Change of Clipped Projected
Variable Descent Descent Variable Descent Descent Variable Descent Descent
mean prob mean prob mean prob || mean prob mean prob mean prob || mean prob mean prob mean prob

f 246 100% 293 100% 2.31 100% 435 100% 5.21 100% 4.11 100% 776 100% 948 100% 7.37 100%
fo 455 8% 397 83% 349 83% 322 4% 899 63% 1506 74% 293 18% 1022 40% 1890 53%
fa 454 7% 407 81% 376 82% 347 4% 955 63% 1584 74% 309 17% 1191 41% 2401 59%
fa 501 8% 652 100% 7.53 100% 403 55% 749 NM% 1760 7% 355 2% 425 35% 410 35%
fs 197 100% 220 100% 194 100% 3.58 100% 4.20 100% 3.47 100% 642 100% 7.86 100% 6.12 100%
fe 194 100% 2.18 100% 195 100% 347 100% 4.11 100% 341 100% 6.03 100% 7.50 100% 5.89 100%
fr 196 100% 221 100% 194 100% 3.53 100% 4.14 100% 343 100% 620 100% 7.57 100% 594 100%

TABLE III
EVALUATION OF ALL COMBINATIONS OF ONE OF THE SEVEN POSSIBLE OBJECTIVE FUNCTIONS WITH ONE OF THE THREE BOX CONSTRAINT ENCODINGS.
WE SHOW THE AVERAGE L2 DISTORTION, THE STANDARD DEVIATION, AND THE SUCCESS PROBABILITY (FRACTION OF INSTANCES FOR WHICH AN
ADVERSARIAL EXAMPLE CAN BE FOUND). EVALUATED ON 1000 RANDOM INSTANCES. WHEN THE SUCCESS IS NOT 100%, MEAN IS FOR SUCCESSFUL
ATTACKS ONLY.



Best Case Average Case Worst Case

MNIST CIFAR MNIST CIFAR MNIST CIFAR
mean prob  mean prob || mean prob  mean prob || mean prob  mean prob

Our Ly 10 100% 7.4 100% || 19 100% 15 100% || 36 100% 29 100%
Our L 1.7 100% 036 100% || 2.2 100%  0.60 100% | 29 100%  0.92 100%
Our Lo 0.4 100%  0.002 100% || 0.18 100%  0.023 100% | 0.25 100%  0.038 100%

TABLE VI
COMPARISON OF OUR ATTACKS WHEN APPLIED TO DEFENSIVELY DISTILLED NETWORKS. COMPARE TO TABLE[[V]FOR UNDISTILLED NETWORKS.



Best Case Average Case Worst Case

MNIST CIFAR MNIST CIFAR MNIST CIFAR

mean prob  mean prob || mean prob  mean prob || mean prob  mean prob
Our Lg 8.5 100% 5.9 100% 16 100% 13 100% 33 100% 24 100%
JISMA-Z 20 100% 20 100% 56 100% 58 100% 180 98% 150 100%
JSMA-F 17 100% 25 100% 45 100% 110 100% 100 100% 240 100%
Our Lo 1.36 100% 0.17 100% 1.76 100% 0.33 100% 2.60 100% 0.51 100%
Deepfool 2.11  100% 0.85 100% - - - - — - - -
Our Lo 0.13 100% 0.0092 100% 0.16 100% 0.013 100% 0.23 100% 0.019 100%
Fast Gradient Sign 0.22 100% 0.015 99% 0.26 42% 0.029 51% - 0% 0.34 1%
Iterative Gradient Sign 0.14 100% 0.0078 100% 0.19 100% 0.014 100% 0.26 100% 0.023 100%

TABLE IV
COMPARISON OF THE THREE VARIANTS OF TARGETED ATTACK TO PREVIOUS WORK FOR OUR MNIST AND CIFAR MODELS. WHEN SUCCESS RATE IS
NOT 100%, THE MEAN IS ONLY OVER SUCCESSES.



Untargeted Average Case Least Likely

mean prob mean prob || mean prob

Our Lg 48 100% 410 100% 5200 100%
JSMA-Z - 0% - 0% - 0%
JSMA-F - 0% - 0% - 0%
Our Lo 032 100% 096 100% 222 100%
Deepfool 091 100% - - - -
Our Loo 0.004 100% || 0.006 100% 0.01 100%
FGS 0.004 100% || 0.064 2% - 0%
IGS 0.004 100% 0.01 99% 0.03 98%

TABLE V

COMPARISON OF THE THREE VARIANTS OF TARGETED ATTACK TO
PREVIOUS WORK FOR THE INCEPTION V3 MODEL ON IMAGENET. WHEN
SUCCESS RATE IS NOT 100%, THE MEAN IS ONLY OVER SUCCESSES.



